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! Fixed point
2 Combinational Observability
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! Support-Vector Machine (SVM)
2 Tree
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8 3 0 J 0 0 0 1 6 171 4 77.0%
00% | 0.0% | 0.0% [ 0.0% [ 0.0% | 0.0% | 0.0% | 0.1% | 22% | 0.5% | 23.0%
9 15 o J o 2 0 1 3 9 2106 38 6%
02% | 0.0% | 0.0% [ 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% | 0.1% [ 274% | 1.4%
93 5 90.1 89.1¢ 87.3% 30.39 88.2% 89 5% 96 6% 92.5%
65% | 9.0% | 85% [ 99% [ 109% | 127% | 9.7% | 11.8% | 10.5% | 34% | 7.5%
Q N v o L o © A ® o
Target Class
C Matrix

1129 53 4 3 i 1 o 3 0 9
147% | 0.7% 0.1% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% 0.0% | 0.1%

60 728 104 10 0 0 o 0 0 80.7
08% | 9.5% 14% | 01% | 0.0% | 0.0% | 00% | 0.0% 0.0% | 0.0% | 193%

7 114 661 135 16 i 1 o
01% | 15% | 8.6% | 1.8% | 02% | 00% | 00% | 00% | 00% | 0.0%

1 9 143 482 106 13 2! [ o 1 63.7%
0.0% 0.1% 1.9% 6.3% 1.4% 0.2% 0.0% 0.0% 0.0% 0.0% 36 3%

4 3 1 10 107 308 78 15 3 o 2
@ 0.0% 00% | 0.1% 14% | 4.0% 1.0% | 02% [ 0.0% 00% | 0.0%
-]
o 5 2 0 4 15 78 230 68 12 3 4 55.3
g_ 0.0% 00% | 0.1% | 02% | 1.0% | 3.0% | 09% | 02% 00% | 0.1% | 44.7%
5
o 6 2 0 1 2 17 69 168 63 14 12 48.45
00% | 00% | 0.0% | 0.0% | 0.2% | 09% | 22% | 0.8% 02% | 0.2% | 516%
7 o 0 0 1 3 " 44 103 43 17 46.49
0.0% 0.0% 0.0% | 00% | 00% | 0.1% | 0.6% 1.3% 06% | 0.2% | 536%
8 3 0 1 0 2 2 14 44 81 69 37.7%
0.0% 00% | 0.0% | 00% | 0.0% | 00% | 02% | 06% 1.1% | 0.9% | 62.3%
9 17 0 L 2 3 5 8 17 49 2084 | 9539
0.2% 00% | 0.0% | 00% | 0.0% | 01% | 0.1% | 02% 06% | 268% | 47%
92.2% 525 42.0° 424% | 94.7% | T74%
7.8% 475% | 58.0% | 57.6% | 5.3% | 228%
N S v B ™ ° © A ® °
Target Class
=
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50l s 4 S5 (3 e 33 gL ple S L e
Sl asls a8 Y B 1y OF 3s K 5l b g3s ol pue
5 Gahd ) akisesl sl 35 ki (Ko b
oo ol S el edd o 0] e 3l s (e dalis
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Abstract

The vulnerability of digital integrated circuits against the Hardware
Trojans (HT) has increased in recent decades due to the
implementation of more complex systems on them. HTs could
become a source of errors or apply to steel important information
embedded in the implemented circuits. So, analyzing the
vulnerability of digital integrated circuits in the early stages of
production is of great merit. In this paper, a novel vulnerability
classification method is introduced based on the deep convolutional
neural networks (CNN) wherein five major effective features of
vulnerability assessment are utilized (white space distribution,
unutilized routing resources, signal activity of circuit nodes, delay of
the circuit paths and, controllability of circuit nodes). In the proposed
framework, first of all, a dataset containing 10000 images is
generated using various digital circuit implementations. Then, a deep
CNN is trained using the generated dataset meanwhile the most
appropriate CNN’s hyperparameters are achieved using a greedy
optimization method. The simulation results reveal 92% accuracy of
vulnerability classification which shows a 17% improvement in
comparison with the best linear classifier and analytical methods.
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