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Abstract

Network traffic analysis is a fundamental pillar in enhancing the
security and efficient management of computer networks. Given the
rapid growth of computer networks and the increasing complexity of
their traffic, accurate and fast identification of various types of traffic,
including encrypted traffic, has become crucial. In this context, the use
of machine learning techniques offers a powerful tool for analyzing and
accurately identifying traffic patterns. This paper examines advanced
methods for traffic identification in computer networks using machine
learning techniques. The primary goal of this research is to develop an
efficient and accurate model for identifying and classifying various
types of network traffic, particularly encrypted traffic. To achieve this,
the deep learning model VGG16 was utilized. Due to its deep layered
architecture and capability to analyze large volumes of data, VGG16
demonstrated outstanding performance in identifying complex
network traffic patterns. It can accurately detect and classify different
types of network traffic, thereby improving traffic management within
networks. In the scenarios evaluated in this study, the model achieved
a remarkable accuracy of 99% in identifying encrypted traffic.
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