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Algorithm CNN-based IDS framework |
Input: (CAN Bus Data, External Network Data) as a set of time-based data chunks § |
Output: Type of Attack or normal T |
1: ImageSet < DataTransformation (8){

2: 81 < QuantileTransform(8);

82 « ImageGeneration (81);

return (DataLabeling(82))

: 3

: do in Parallel

Xi — VGG16(ImageSet);

Xa<— VGG19(ImageSet);

X< Xception(fmageSet);

10:  Xa< Inception(mageSet);

11:  Xs < InceptionResnet(ImageSet);

12: M = (M1, M2, M3) < Select top three Performing Models from Xi.. Xs:

13: L < Generate confidence list from M';

14: M’ < ConfidenceAverageModel(L);

15: T < Compute TypeOfAttack(M");
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Abstract

Modern vehicles, including autonomous vehicles and connected
vehicles, are increasingly connected to their external environment,
thereby providing various functions and services. Increasing
connectivity has increased cyber attacks on self-driving vehicles and,
as a result, has made these devices vulnerable to cyber threats. Due to
the weakness or absence of authentication and encryption procedures
in car networks, the use of intrusion detection systems is one of the
necessary methods to protect the modern car system against cyber
attacks. In this paper, an intrusion detection system based on deep
learning using image recognition for vehicle systems is proposed.
Also, the technique of converting feature vectors into images has been
used to optimize detection. The proposed intrusion detection system
is optimized using average-based ensemble learning technique. In
experiments, the proposed method has shown more than 99.25%
detection rate and the same amount of F1 criterion in two standard
security datasets including Car-Hacking dataset and CICIDS2017
dataset. Therefore, the proposed method is effective for detecting
cyber attacks in vehicular networks. Also, the execution time of the
method has been measured on the Internet of Things equipment,
which shows the feasibility of the proposed method.
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