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Input: n users, m groups, T snapshots, C communities, target
prevalence 1=0.20, seed=42

Output: users, groups, memberships{0..T}, temporal features,
projection edges, splits

1: seed all RNGs(42)

2: community id «— SBM partition of users into C blocks
(p_intra=0.15, p_inter=0.005)

3: for each user u: type_u ~ Cat(ACTIVE.45, PASSIVE.52, BOT.03)
invite_rate,reply_rate,activity_power ~ type-specific
Exp/Beta/Uniform laws

4: for each group g: sample size, activity_ratio, reply_count, age, ...
(83.3.3)

derive silent_ratio, engagement_level, interaction_anomaly, flags

5: R1..R5 « five raw risk components; standardise; fit 1-component
PCA

w «— [PC1 loadings| / Z|loadings|; risk(g) < clip(Z w_i R_i, 0,1)

6: T« Percentile {100(1—m)}(risk); label g « 1[risk(g) > 1]

7: for each group g: sample members oc homophily weights
(Algorithm 2)

8: for t =0..T—1: AR(1) update of series + burst injection + dynamic
join/leave (Algorithm 3)

9: build bipartite graph; build group projection via inverted index
(Algorithm 4)

10: drop leakage columns R1..R5, risk_score

11: stratified 70/15/15 split preserving prevalence

12: return all artefacts

> End-to-End Synthetic Data Generation
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S el ol (635 0 and b s e L Al S o ol
daly 5 oos S8 Lisuss Al w5 Slelbl izl
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! Message-Passing
2 Generator

3 Stratified

4 Multi-Seed
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invite e ~ Exp(Ap),

repl}’rate ~ Beta(at; Bt): ™
activity,ower ~ Beta/Uniformy,

Lol e slamis 5 61,5 g S () Jpuxr

S48 Jhalinvitee replyrae activitypower

IYii
ACTIVE /%8 Exp(+/®) Bitaéi g’h) Beta(¥/Y) — high
PASSIV Beta(/®
E /oY ExXp(+/) —I(ow) Beta(}/8) — low
Exp(8/+) ‘. . A
BOT ey —very BeE(l/. ) Umfc:r/r?)( /A,
high =

Jijﬁa: LY b ic.;ikw 4.‘Lu.> 6‘)‘) Q)&J )k.‘.)) ‘&Lu LSLACJ"
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participants ~ clip(Lognormal(p = 6,0 )
=1.2),30,2 x 10%)

BE oldedaline a); o)".b'\ J@“r: 6[.&@)}5 omuﬁ&;ﬁ Y
ion) peslle sl T (lap i,

activity,,i, ~ Beta(2,4),
replycount ~ Poisson(2), ®)

group,,. ~ Exp(900)

3 Spam
4 Heavy-Tailed
3 Clipped Log-Normal

q0

./J \‘b—\x) V0 C)L'J‘w.dj} '"L): Lf}: GJL«JS 5()% JL—« WI:LA J’:’)'A Q’Jﬁ)ts_g&jjé.; &Lhu,';ﬁjﬁ
/

o il ST Ol o yomn Ll lns G Sl eslizd
03 ekl s ey S 5l olsm 28l e3ly 4 pazes
W5l i JRS eas Mg s asd e
[YAT LS o ol 315 JalS (5 )1 ST 5 Ls bl 4 s 20
ol ad sl a3 )i £ L ol 5L (gl Do pUly
L YT i 0 S el A5 ) S

S o ol (il sl

F s gbesls a gezme plds ((Y) Jgr

~ _ le.&aﬁs'ud JaUS

Qlﬁ)\s LA:}JS (d}:&-ﬂ)k—%\; LsLAJLL
P e
Yerenn Yerens \7a¥3 \Y IX =

Wi ‘_;\Ae.>|.> .LA_,S &U%.ll.; Y-y
S a6 1y a3l Wl Glagien ST 51 (S5 sl Ve
Olgs amelr Sltlo S o W55l A (glalaly (5,850
Sl Ll il Sl sle obs 5 i olien o pie
5 abspe 0 S 5 adpe b bl o b adle 8 0l 5
el s liesls CJ..Z a3l
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S Sl s e [YA] S e U550 el
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I Homophilous
2 Bursty
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S Hls s e SSke 4 R = R, JRs] s 53
S5 14l 305 PCA & R = (R — pR)/OR o554 3 |kl
il ST s e s s Sl 5 e si e 25 R

g o Jloy s s a0l Luilsls S

| il
Wi = =, w; =1 v
COXle] Zi 1

Ly S i bl 5l Ol o i (PCL) Jyl add 5o 4S5l
DS s as e polantl st 4 leadfe aas Ols o
S 5,8 s o O Gln b G35 b ke
o 5 Sy el [T ] ) S e Sl i ool sduled

Sl Llesle
5
risk(g) = clip (Z w; - Ri(g), 0,1) (OY)
i=1
yg = 1[risk(g) = 1], 08)

T = Percentileg, ({risk(g): g € G})

s oS O 1) ke ooy S sl 5 p gk oS
Slaskas &S Ul Usles a4 by e sl 5L & 5 S o Jlasl
o g0 ¥ (;w,iu DT 55 e S o s 5 1y (g lial

S o e 1 G ez
by Olas e s PCA 5 sn Sy 5l 1Y) 02,8

Part A— Labelling

1: build R = [R1..R5] for all groups # Table 3

2: R « StandardScaler.fit_transform(R)

3: ¢ « PCA(n=1).fit(R).components_[0]

4w — 0]/ sum(|¢])

5: risk « clip(R @ w, 0, 1)

6: T« percentile(risk, 80); label « (risk > 1)

Part B — Initial membership (t=0), per group g

7: w(u|g) — 0.5 +  2-1[com(u)=com(g)] +
1.5-1[topic(u)=topic(g)] + 1-1[bot(u)]

8: W «— w/ sum(w)

9: M_g « sample without replacement(U, size=participants_g,
p=w)

10: add edges {(u,g): u € M_g} to bipartite graph

u}fﬁ))bﬁﬁ%}}w‘jg;..u\o&wjéd)ujdjwl})

ol & Joe a gl BI3 aibs opl oS o L1 3 de

3 Silent_ratio
4 Engagement_level
3 Interaction_anomaly

a1

\ee o C)L'J‘w.djj '"L): Lf}é GJL«:& TJL@.? JL—« w::u J’:’)'A LS;J{)S}LSJ‘E'; &Lhu,ll.hj}l

growthy,o,, ~ N'(0.012,0.0152) (0)
Sl llesle Lol st iin sls Scis 5
active g = activity ., X participants QY
silent,,;, = 1 — activity g, V)
_ rel:)lycount + aCtiveusers )
engagementye, = —
participants + 1
interactiony.,,. = log(1 + replycount) @)
X activity o
interactionomay = (participants/2 x 10°) ()

X [1 — engagement;q,]

activegers
av
log(1 + participants) + 10~°

activegensity =
e D) Sads 5 v st Sbaer
L;Lmd\;fcm @y rl>' sla ol LS e JalS Ly Lo,
J.:.,L.: eJ‘J;\ 6)@[) 9 CAS)L:..A rJ.P LC,.:.“R.B fJ..P aJ.J:JLnJ.:

2 e Sy Sl 3 bl e p cS L E-YY

Tl slaadljo fdo

S ST 8 5 e 3l ol s ) ot by 2

sl (glray OF Gla03 5 o8 i pd o Gikeo (oS 5 S 5Lt

wit ol Laosls 51 [¥ ] ol (glaadd 3o ks 51 eslinad b ol s

e e R Se,y 4 3a T st
Pl Sy 4o gy (8) s

ad 3 (intuition) <& 5
Ru (silent) silent_ratio — fraction of inactive members
clip(interaction_anomaly, +, \) — large size
R> (anomaly)
x low engagement
y — minmax(growth_proxy) — stagnation
Rs (erowth) (g owth_p ) g
risk (inverted)
R \ — engagement_level /
(engaggmem) max(engagement_level) — low-engagement
risk
+/v-bot_activity _flag +
Rs (bot)

+/r-low_activity_large_group_flag

! Bot_activity_flag, Low_activity_large_group_flag,
High_silent_ratio_flag, Zero_reply flag
ZPCA
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s boses b olarmasy by Cugle [V] doea S5,

joint ~ Poisson(clip(2-invite_t + (V)
0.5-engagementx50, 1, 300)),

leaver ~ Poisson(clip((1 — activityratio)-10 + 2, OA)
1, 50)),

2 23055 b (s 53 ekile) ar sy 018 0T 55 oS
Ol 5 Msde bz by 5 paise el
SRSl anils S g 3 (S ) elpipol
53 ol 5 cwlasl Ol Gl S glaSa W S e
a6 goma 51 1 Lael slans o8 o 51y 3505 13 u il
SIS s Sl b ioled b ossd e okl ol Dy pe
s S Ol Vo S ile SEle oal oy e

as e L | s

(bsy oyt + 0155 + AR(D)) Glj gl Sy 1(F) 020,55

Input: prev series x_{t-1}, member sets {M_g}, burst schedule
1: for each series s € {msg,inv,reply,silent,mem}:

x_t[s] « clip(n_s + @(x_{t-1}[s]-p_s) + &, bounds_s)

# AR(1), 9=0.85

2: for g with burst at t: msg_t,inv_t < x BURST MULT(3..8);
reply t« x0.3

3: for each group g:

n_join « Poisson(clip(2-inv_t + 0.5-engagementx50, 1, 300))
n_leave « Poisson(clip((1—activity ratio)-10 + 2, 1, 50))
leave_score(u) «— 2-1[com#] + 1.5-1[topic#] + 1-bot;

remove n_leave « leave_score

sample n_join new users o« community/topic/bot weights,
exclude current members

M g« (M_g— leavers) U joiners; member count g« [M_g|
4: persist 7
msg,inv,reply,silent,mem,net_change,is_burst

temporal features per group:

BJ; ﬁ‘ﬁjd‘; osle V=YY

PrE =tL5LAC,._U~e_O )‘ ajjf—ﬂ)ls L;.;}'qj: u\; &i
.L'St;aoslilw‘[ri]J‘)Lg‘jg.,.ij.é)"a);—ojj?éé“fé.bﬁ&
j‘jMJ}Ml &Lﬂﬁ‘éudﬂwbgj)gl L;Lhaj;&\j-is
L:CM-M‘

J(gi, g) = Mi N M|/ [Mi U M|, edge (q)
created iff J > 0.05.

S aST 2l (eals aen anslie O(M?) wujm 3l 5,8 k> &l
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w(ulg) = 0.5 + 2 x I[com(u)
=com(g)] + 1.5 (o)
X I[topic(u)
= topic(g)] + I[bot(u)]
ﬂ‘ﬁc.).i‘_gj\)ﬂd}».})‘.lﬁ.ng‘a.uduleﬁ)lS(wdjjds
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4 Pad
5 Transductive
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Input: memberships (t=0), threshold 6=0.05

1: inv « {}; for (u,g) in memberships: inv[u].append(g)

2: inter « defaultdict(int)

3: for u, groups_u in inv: for each pair (g_i<g_j) in groups_u:
inter[(g_i,g_j)] +=1

4: for (g_i,g_j), ¢ in inter:

Je—c/(M_{g i}| +IM_{g j}l—¢)

if J> 0: add projection edge (g_i,g_j, weight=J)

5: return projection edges

HFIs 58 (Rl AYY

U s BUPPIFEPW o> 5 2l & IR &= ASB.QU
bl s e 13 LB s S Jles 93 L1 e,
R R A RE SN PERNE PN P SN P
1l 225 (e P ml
KS = supx | Fo(x) — Fi(x) |, (Y+)

O Mo ot )| ot a4 ¥ 70 g e o555 25 5
Ve bl S s 5 A U-SI S il 51 01S
(el glosb

IS(PIQ) = % KL(PIM) + % KL(QIIM), M = o)
%(P+Q).
(o oS i la S3s 45 aS o aul Lajlas

ol 3ol Sl S 4 Jlss S o 1 a5l 1 La S
tglie G opl S e S Olid ke S ) Ll
W)W‘&M‘w‘\wjj'ij&b

g{"ab]"f)) L;C‘M

! Kolmogorov-Smirnov Test
2 Jensen-Shannon Divergence
3 Kullback-Leibler Divergence
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hi% = AGGy ((h{:u e ¥ ()}), (Yv)
AGG = mean(default)
h{ = o (Wi - [0S 1hS%,)]) (Y9)

0 diiS pperd sl 0= ReLU 5 Gl etz ol || ol s s

SN NTS W WS RSP TA ¢ W
h{? = ReLU (W - [n{™ o)
Il meanuGN(v)hf]k_l)D

‘U"U.L;; d}j:;""ﬂ s “i'l B SAGECOHV QU}: 4§...& U’ll
::)CAY@V.A)JS_,L.]AJM[TV]L;:L‘@“JJ}QIJAS)lwg
SAGE — ReLU — Dropout — SAGE — ReLU —
Dropout — Linear — ReLU — Dropout — Linear —
logit.

S M:,J»ru_;l.ap u;‘jl"\i d‘.l.:ﬁ &i o_gjfjﬁ “ ‘)u.:;\ A_LU_gé
L ls gl ol Lasl of a8 Jlses S ol 5 OF slasl
313 4S5 0y G843 oS labaly UK 5355 0 ol

¥ skt oV S I IAL s dal s e s 1S

W o 8 sl3 &) gl 8 glarars) 55 1) 0, K
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20385 kb 5505 b ee perme 4 [A b e S 5
Lgdor atle SU o 55 edalie LB glaos S 4 alaily 52
KCPSIPN))

b S 4550 ol oA SIS g8 5 :(0) s

28 o Jlas! 1y gadly ol il

al> edaline LG il S
uijﬂ users + training groups only
. users + training + validation
Lzl
S groups
O3l full graph (users + all groups)

2l S5 5 il 2(0) o, S

1: ho(v) «—x_v

2:fork=1,2:

a «— mean_{ueN(V)} h_{k-1}(u)

h_k(v) < ReLU(W_k - concat(h_{k-1}(v), a))

h_k(v) « dropout(h_k(v), p=0.5)

3:z < ReLU(WS3 - h_2(v)); z < dropout(z); logit(v) «<— W4 - z
4: return logit(v)

Input: full edge_index E, num_users n, allowed group sets per
phase

1: train_groups = train_ids; val_groups = train_ids U val_ids;
test_groups =all

2: for phase in {train, val, test}:

keep edge (ab) iff every group endpoint of (ab) €
allowed(phase)

(bipartite edge: its single group endpoint; projection edge: both
endpoints)

3: return E_train € E_val € E_test

G5 s S eas 4SS Y-V

sbal Ol v 5 Ges L [YY] GCN wl Lx
SLasl &S A4S e 0 ;55 - GCNConv .U ss L |, SAGECony
J"‘il“”@ JLQ.Q\ \) g_j)u.';» oJ«JdLaj.v

H® = 0(5—1/2Kﬁ—1/2 H(k_l)Wk),

- AR,
A=A+1
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4 Forward-Pass
> Over-Smoothing
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! Embeddings
2 Mean
3 Two-Hop Receptive Field
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Abstract

This study addresses the detection of ‘Hard-law’ groups in the Telegram
messaging platform, defined as groups that manipulate their organic growth by
requiring users to perform mandatory actions, such as inviting additional users or
joining specific channels, as a prerequisite for joining or continuing participation.
Detecting such groups is essential for preserving platform integrity and mitigating
abusive behaviors. The scarcity of labeled real-world data, the dynamic temporal
nature of user behavior, and the need to jointly exploit structural and behavioral
signals constitute the primary challenges in this domain. To address these
challenges, a large-scale simulated dataset comprising 100,000 users, 10,000
groups, and 12 temporal snapshots was generated, capturing both static and
temporal features of users and groups. Group labels were assigned using a principal
component analysis (PCA)-based risk score, and a user—group bipartite graph was
constructed. A GraphSAGE-based graph neural network was then trained using a
fully inductive evaluation protocol, a weighted binary cross-entropy loss function,
and decision threshold optimization, and its performance was compared with six
baseline models. On an independent test set, the proposed model achieved an
accuracy of 98.27, a positive-class precision of 97.27, a recall of 93.77, an F1-score
of 95.47., an area under the ROC curve (AUC) of 99.877., and an average precision
(AP) of 99.517, while demonstrating stable performance across all random seeds.
The results indicate that, because the labels are structurally dependent on static
group attributes, tabular machine learning models achieve slightly better
performance with lower computational cost, whereas GraphSAGE remains robust
on large-scale, high-degree graphs. These findings have been validated only on
simulated data, and their generalization to real-world Telegram data remains an
open challenge due to the lack of labeled datasets.
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